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Introduction

In reviewing the EU’s existing digital laws, one thing must not be taken for granted: connectivity
plays a vital role in enabling all citizens, businesses, and Public Administrations to participate
fully in the digital economy, stay informed, and access essential services. As a result, the laws
governing connectivity and the digital economy have a direct impact on Europe’s overall
economic growth and social inclusion. Against this backdrop, we welcome the intention behind
the Digital Omnibus as an important first step in addressing complexity across the digital acquis.
However, the simplification agenda should more decisively address the legal uncertainty and the
structural regulatory burdens that continue to weigh on Europe’s connectivity sector, in line with
the Draghi recommendations on competitiveness.

Connect Europe and the GSMA’s shared position is built around three core principles:

1. As part of the digital rulebook, a future-proof telecom framework must prioritise
simplification and coherence for sustained innovation, moving towards horizontal
regulation and, in particular repealing the ePrivacy Directive.

2. Digital rules must move away from overlapping, sector-specific rules toward a
coherent, horizontally structured regulation.

3. Digital laws should empower users to make informed choices, fostering innovation
and fair competition among providers through horizontal regulation.

Today, our sector is faced with a highly complex regulatory landscape’, with challenges related
to overlapping rules and fragmentation that hinder the EU’s goal of a more competitive and
innovative Europe. Effective regulation must strike the right balance between safeguarding
individuals’ fundamentalrights and enabling innovation and competitiveness.

This is particularly relevant regarding the ePrivacy Directive, as well as when considering the
proposed Digital Networks Act (DNA) and the renewal of the Cybersecurity Act (CSA2).
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Priority Area 1: As a part of the digital rulebook, a future-proof telecom framework must

prioritise simplification and coherence for sustained innovation, moving towards horizontal
regulation and, in particular, repealing the ePrivacy Directive

The Urgent Need to Repeal the ePrivacy Directive:

The clearest example of regulatory overlap impacting consumers and preventing greater
innovation among providers is the outdated ePrivacy Directive and its haphazard and asymmetric
application. Connect Europe and the GSMA strongly encourage the European Commission to
reevaluate the scope of its simplification efforts on the ePrivacy Directive. While we welcome the
Commission’s efforts to simplify the Directive through the Digital Omnibus and the DNA, reform
must extend beyond the limited issue of cookies, given the persistent shortcomings in its
implementation. Subsequently, Connect Europe and the GSMA reiterate our urgent call for the
repeal of the ePrivacy Directive in its entirety, especially Articles 6 and 9, as its substantive
provisions are now addressed in the more robust General Data Protection Regulation (GDPR)
legal framework, including vigorous requirements related to data transparency, accountability,
and data security.

The ePrivacy Directive from 2002 has become outdated and its provisions are fully addressed in
the GDPR. Furthermore, the Commission has already began moving some provisions from the
ePrivacy Directive for the proposal for a DNA. The 2002 ePrivacy Directive continues to have
explicitly negative impacts on the telecommunications industry, with fullimplementation marred
by disproportionate obligations, fragmented legal application and legislative inconsistencies
with existing EU law. More specifically, the Directive (Articles 6 and 9) imposes unique legal
requirements on telecommunications operators that do not apply to other digital service
providers. This creates regulatory asymmetries that place telecom operators at a comparative
disadvantage, distorting the level playing field within the digital single market. Furthermore, the
implementation of the ePrivacy Directive has varied significantly across Member States, resulting
in a fragmented regulatory landscape that generates legal uncertainty across markets. As a
result, the current legal framework casts limitations on the adoption of the large-scale innovative
services, such as the Open Gateway Initiative?, advanced anti-fraud and security-related
technologies that could otherwise significantly enhance consumer protection.

The Directive must therefore be repealed without delay. Importantly, the principle of the
confidentiality of communications should be preserved by inserting it into existing and/or future
horizontal EU law, while recognising that it is already fully enshrined and protected as a
fundamental right and upheld in ECHR case law.

2 GSMA Open Gateway
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The ‘Data Acquis’:

Whilst the GDPR remains a cornerstone of the EU digital framework, as well as a global standard,
there remain some areas which could still benefit from further refinement to improve overall
effectiveness, beyond those measures envisaged under the Digital Omnibus proposal. Connect
Europe and the GSMA support a targeted simplification of the GDPR, which would enhance legal
certainty, reduce administrative burdens, and help to responsibly innovate without lowering the
high level of data protection in the EU. This includes further clarification and harmonisation of
risk evaluation and enforcement criteria across EU Member States.

Priority Area 2: Digital rules must move away from siloed, sector-specific rules toward a

coherent, horizontally structured regulation

The Cybersecurity Landscape: moving away from siloed, sector-specific rules toward a coherent,
horizontally structured regulation:

European telecommunication providers face several challenges related to the EU cybersecurity
legislative landscape, often due to overlapping and inconsistent frameworks like NIS2, DORA,
Cyber Resilience Act (CRA), the Radio Equipment Directive (RED) Delegated Regulation, the
Critical Entities Resilience Directive (CER), and additional layers now with the Al Act, the DNA
and the CSA2.

A core objective of the Omnibus process should be genuine simplification: avoiding new,
overlapping legislative layers and reinforcing a coherent, horizontal framework built on existing
security and resilience legislation. In this respect, the proposed DNA raises significant concerns.
By introducing a new sector-specific regime on security and resilience, it risks overlapping with
the NIS2 Directive and CER, thereby adding regulatory complexity, departing from recently
agreed horizontal principles, and generating legal and operational uncertainty for operators.

The proposal for a “Union Digital Infrastructure Preparedness Plan” to be developed by BEREC
and the Office for Digital Networks (ODN) further reflects a prescriptive, top-down approach that
diverges from the risk-based and operator-driven model established under NIS2. When
combined with the introduction of overlapping competences in security matters, as well as
additional authorisation or sanctioning mechanisms, potentially interacting with those foreseen
under CSA2, this framework risks complexity rather than simplification.

To align with the Omnibus objective, the DNA should eliminate over-prescriptive and uncertain
sector-specific provisions on resilience and security (notably Articles 4-8) which are already
covered under NIS2 and CER. Recitals and operative provisions should instead reaffirm a
horizontal, principle-based and risk-driven approach, preserving operators’ autonomy and
ensuring proportionality. Obligations linked to authorisation, spectrum use, supply chain
resilience, or potential withdrawal of operating rights should be carefully reviewed and removed
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when they duplicate existing frameworks. Simplification must mean consolidation and
coherence, not the creation of parallel security regimes that undermine legal certainty and
investment predictability.

The telecoms industry calls for simplification which appears to have been overlooked in parts of
the DNA and CSA2 proposal, risking further complexity in an already dense regulatory landscape.
Regarding proposed regulation that is now under discussion, there is a clear opportunity for
policymakers to remedy these issues and push for simplification. This paper should serve as an
urgent call to address outstanding concerns now and avoid the need for a future omnibus
revision to amend legislation that has not been approved.

Reporting obligations:

Multiple EU laws require telecommunications and digital service providers to report data
breaches and cybersecurity incidents and vulnerabilities. However, inconsistent procedures,
thresholds, and designated authorities across these frameworks lead to duplicated efforts, often
impacting overall effectiveness. The Omnibus proposals seek to address these challenges
through the introduction of a Single-Entry Point (SEP), at a European level, intended to streamline
reporting obligations and centralise initial submissions.

While this is a welcome step in principle, its effectiveness will depend on clear governance rules,
interoperability with national systems, safeguards against duplicative reporting, and well-
defined responsibilities among EU and national authorities. Without these operational
guarantees, the SEP risks adding an additional procedural and reporting layer rather than
simplifying compliance and reducing administrative burden.

To streamline the reporting process, we recommend that the following measures be taken:

- Simplify and harmonise reporting requirements and procedures across regulations,
based on best practices, including definitions, timelines, thresholds, reporting
authorities, and tools (platforms, reporting templates, etc).

- The framework should provide clear and legally robust rules on confidentiality, liability,
audit trails, and fallback mechanisms and language considerations to ensure legal
certainty, protect sensitive information, and support trust among all stakeholders.

In addition, implementation timelines must be made more realistic, as current proposed
deadlines are overly ambitious and risk undermining compliance and operational effectiveness.
Substantially increased resources for ENISA will also be essential to enable it to fulfil its
expanded responsibilities.
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The European Commission should firmly embrace openness and meaningful stakeholder
consultation throughout the entire policymaking cycle:

Connect Europe and the GSMA strongly support the European Commission’s commitment to
evidence-based policymaking and believe that open and structured stakeholder engagement
throughout the legislative cycle is essential. Experiences with files such as the CSA2 highlight the
importance of thorough and sustained pre-adoption consultation, not limited to general
consultations but including structured consultations focused on specific proposals prior to
publication. This will ensure that parties subject to the proposal are taken into consideration,
minimise legal uncertainty and ensure predictability for the sector, therefore facilitating a
smoother overall implementation.

Allowing stakeholders to provide input on draft texts, alongside greater transparency regarding
how contributions are reflected, would result in rules that benefit from the experience and
targeted contributions of the industry experts and would also further enhance trust and clarity
between all parties involved. While calls for evidence and post-adoption engagement remain
valuable tools, a more iterative consultation framework remains crucial, particularly when
relating to rules addressing implementation feasibility, and where affected parties are the only
ones who can provide full insight.

Priority Area 3: Digital laws should empower users to make informed choices, fostering

innovation and fair competition among providers through horizontal regulation.

Consumer Protection and telecommunications services:

A harmonised horizontal regulation should serve as the primary framework, while sector-specific
rules should be reserved only for cases of clear necessity, particularly where sector-specific risk
profiles or market failures justify them. Future laws addressing the consumer protection
framework, such as the DNA, should reflect this.

Many sector-specific consumer protection rules often duplicate the objectives of horizontal
legislation which results in increased effort and costs for businesses whilst also leading to a lack
of transparency and loss of information clarity for consumers, who must navigate the
inconsistent layers of consumer protection in different Member States. For the
telecommunications sector, providers are required to supply consumers with extensive
additional information, such as precontractual information, contract summaries, national
product information requirements, etc, on top of horizontal consumer protection obligations.
European horizontal consumer rules are among the most robust consumer protection laws
globally, which is why Connect Europe and the GSMA recommend that these laws be applied
horizontally in contractual matters, ensuring effective protection remains in place.

We also recommend reducing and simplifying the information obligations under the Consumer
Rights Directive (CRD). Currently, consumers receive too much information during online
purchases, with long texts, legal language, and technical details that they rarely read or
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understand. This is similar to the situation with cookie banners, where the volume of notices
ends up being counterproductive. A better approach would be to limit the information to what is
necessary and useful for consumer decisions.

When developing new digital legislation to protect vulnerable users and address harmful online
practices, measures should remain targeted to the actors responsible for causing consumer
detriment. In this respect, we support the tiered, responsibility-based approach of the DSA which
ensures that obligations are proportionate and borne by those whose activities create the risks.

Connect Europe and the GSMA are committed to broad consumer protection in the digital single
market, recognising the need for trust, transparency, and accountability across all digital
services. Moreover, we fully endorse the objective of protecting children and minors online. In
addition, unfair personalisation practices, such as online advertising targeting consumer
vulnerabilities, should be effectively addressed to ensure a fair and transparent digital
environment.



