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 About this study 

In light of the European Commission’s proposal for a revised Cybersecurity 
Act, Connect Europe asked Assembly to conduct an impact assessment of 
measures to restrict the use of so-called high-risk vendors (HRVs) in telecoms 
networks, including the implications of a mandated rip-and-replace process for 
operators. 
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About Assembly 

Assembly produces custom and subscription-based research on regulatory, 
policy, and legislative developments in communications markets and the digital 
economy.  
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telecoms operators (i.e. full members of the association only). The analysis, 
findings, conclusions, and opinions expressed are independently researched 
and authored by Assembly, and reflect the views of the authors alone. The 
client has not exercised any editorial control over the substance of the report, 
its conclusions, or recommendations. Assembly retains full independence in its 
research methodology, analysis, and editorial judgement. 
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Executive Summary 

 The European Commission (EC) has published its plans to 
revise the EU’s Cybersecurity Act (CSA). Under the guise of 
improving security, resilience and harmonisation across 
Member States, the ‘CSA2’ would significantly strengthen 
measures contained within the existing 5G Security Toolbox, 
transforming them into mandatory and costly obligations for 
Europe’s operators to fulfil. Notwithstanding legal and 
constitutional questions regarding the EC’s ability to 
implement the regulation, we find fault and concerns with 
various aspects of the proposal, including the potentially 
harmful competitive and investment implications for the 
region’s telecoms industry, which would impact end users in 
the form of poorer network quality and delayed upgrades. 
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The CSA2 would single out the telecoms sector for specific and 
far-reaching treatment 

By regulating telecoms in a sector-specific way, the proposal would create a 
marked imbalance with other sectors that are equally critical to European 
infrastructure but are otherwise addressed through more uniform, horizontal 
frameworks. This risks imposing disproportionate obligations on telecoms 
operators while departing from the technology- and sector-neutral approach 
reflected in other EU cybersecurity and critical infrastructure regulation. 

 
The proposal would apply the most extreme measure uniformly 
across Member States 

It replaces the current 5G Toolbox, which provided a graduated set of 
options, and defaults to a full rip and replace, the strictest measure. While 
the Toolbox was designed with national specificities in mind, the CSA2 
proposal would move to the most extreme option at the EC’s disposal, 
which would directly apply to all Member States uniformly. It also does not 
recognise the progress that has been made, with 18 Member States having 
taken some form of binding measure to implement the Toolbox, while many 
have already established risk management frameworks through transposition 
of the NIS2 Directive into national law. The proposal also goes beyond the 
scope of the Toolbox, which only applied to mobile networks, potentially 
extending vendor restrictions to fixed and satellite, despite the lack of 
dedicated risk assessments. 

 
The EC’s proposed timelines ignore reality 

Disruptions to network operations would be unavoidable as operators face 
lengthy timeframes for receiving planning permissions (which can take up to 
two years) and acquiring the necessary qualified workforces for the 
rip-and-replace process. There is an "intense gap” for specialist telecoms 
engineers across the bloc. A rip-and-replace process would intensify the 
demand for such specialists, spreading them thinly throughout Member 
States, potentially leaving some operators without the necessary workforce 
for extended periods of time. Not only would these delays make it 
impossible to comply with the obligation to rip and replace network 
equipment, but they would leave end users either disconnected or with 
degraded services at different points throughout the process. 
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The CSA2 has not been developed in line with regulatory best 
practice 

It does not sufficiently take into account the views of, and impacts on, the 
telecoms sector, representing a constant source of financial, technological 
and political risk for operators. With national security matters the explicit 
responsibility of Member States under the TEU, the CSA2 is built on 
questionable legal foundations, failing to adhere to vital principles of 
conferral, proportionality and subsidiarity, while the use of secondary 
legislation would centralise decision making powers away from Member 
States towards the EC. The CSA2 also conflicts both with the EC’s 
simplification agenda by expanding the EU’s cybersecurity rulebook and 
with the DNA’s investment objectives through the costs a bloc-wide 
rip-and-replace mandate would impose. 

 
The proposal contradicts its own stated principle and goal of a 
diverse supply chain 

It references multi-vendor architecture as a risk-reduction strategy yet, by 
narrowing the mobile supplier base to effectively two (or one in parts of 
fixed), it undermines vendor diversity and paradoxically creates a new 
concentration dependency – increasing systemic risk rather than reducing it. 
Dramatically reducing the number of competitors in the supplier market risks 
weakening resilience through a more vulnerable supply chain and potential 
price increases, with remaining vendors facing lower competitive pressure. 
This would likely lead to higher costs for operators, which could leave no 
other choice than to rein in investment. Reduced supplier competition could 
have a negative impact on innovation too by slowing the pace and intensity 
of R&D. 

 
In a heavily regulated and commercially challenging market, the 
CSA2 would harm the very players it seeks to protect 

The proposal would impose significant costs that operators would largely 
have to absorb, impacting their collective investment capacity. Despite 
strong progress against the Digital Decade targets, operators will still need 
to make a significant capex commitment to deliver EU-wide coverage of 
5GSA and fibre networks. The CSA2 would hamstring industry’s ability to 
reach that goal, particularly if equipment prices rise. Rural and remote 
communities may be disproportionately affected given the business case for 
deployment is already less attractive, with resources focused on compliance 
and replacement activities rather than further network expansion. 
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An EU-wide rip-and-replace scheme would have significant 
environmental impacts  

Site visits require both transportation and energy, which are already carbon 
intensive, and as multiple visits would be needed for each site, the carbon 
footprint of the process would quickly accumulate. Operators would also 
have to remove equipment from their networks that is still within its useful 
life and either discard it, which would generate substantial amounts of 
e-waste, or recycle it, which would require specialised recycling teams. 
Additionally, as the rip-and-replace process would be extremely cost 
intensive, funding would likely be directed away from sustainability initiatives 
or targets. 

 
A rip and replace would leave consumers with degraded and 
disrupted services for an extended time  

The UK’s network coverage and quality have consistently scored below 
most, if not all, of its European peers following its rip and replace. This 
shows that in the wake of a rip and replace, consumers are left with 
worsened existing services and a delay to their access to services driven by 
newer technologies such as 5GSA, and in the future, 6G. Consumers would 
feel these impacts in urban and rural areas with delayed rollouts, as a result 
of labour shortages for qualified engineers, likely having knock-on effects for 
the adoption of 5G FWA and other advanced connectivity use cases. 

 

Compensation is unlikely to come from the EC, meaning 
operators will be burdened with the full cost of a geopolitical 
policy decision 

Although various operators have legally challenged rip-and-replace 
mandates in Europe, only one has resulted in the court recognising the right 
to compensation (TDC NET in Denmark). Therefore, if funding were to be 
made available, this would most likely have to come at a national level. 
Nevertheless, mandating extensive technology removals even with public 
funding would result in the imposition of unprecedented financial, 
operational and service level burdens on operators. 
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Assessment and 
conclusions 

Our impact assessment shows that the telecoms industry would face several 
significant, horizontal impacts under the current CSA2 proposal. For each 
impact, we have assigned either a limited, material or substantial status, with 
most falling into the substantial category. 

  

Network Operations Substantial 

Legal and Regulatory Certainty Substantial 

Competition Substantial 

Investment Substantial 

Consumers (End Users) Material 

Sustainability Limited 

 

 The most extreme measure being applied uniformly across Member States 
leaves little room for national approaches to flex to their individual situations 
and should only be considered as a last resort. Countries with more HRV 
equipment are likely to require more time for replacement. The EC’s proposed 
timelines ignore reality, especially for mobile networks. In some Member 
States, such as Germany, acquiring the necessary planning permissions and 
site certifications can take up to two years alone, which would significantly 
delay any rip-and-replace process. These problems are only exacerbated by 
the bloc’s labour shortage of qualified telecoms engineers, the demand for 
whom would limit the speed at which operators can replace network 
equipment. These extended rip-and-replace processes would impact 
consumers too, leaving them with degraded and disrupted services. The UK’s 
rip-and-replace process has shown the impact of this degradation, with its 
network coverage and quality scores consistently falling below most, if not all, 
of its European peers. 
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The proposal contradicts its own stated goal of a diverse supply chain. By 
requiring operators to remove all HRV equipment, they will be left with little 
choice for their equipment suppliers. This would limit supply chain diversity in 
existing networks that are being replaced and in new deployments. The 
remaining options also may not be as sustainable, with the equipment that it 
would replace often particularly energy efficient. An EU-wide rip-and-replace 
scheme would likely have wider environmental impacts too. Site visits require 
transportation and energy, which are already carbon intensive, and with 
multiple visits needed, processes' carbon footprints will quickly accumulate. 

The cost to operators would undoubtedly be one of the most significant 
impacts of the proposal, with future network investment likely to suffer as a 
result. Without that network investment, the wider economy would suffer too. 
European businesses are set to benefit from the adoption of a variety of 
innovative services and tools that can only be made possible by the 
high-speed connectivity that new network deployments can provide. Delaying 
these deployments would come at a significant productivity cost as businesses 
miss out on the opportunities that would be made available to them with better 
connectivity. Despite these problems, compensation from the EC is unlikely, 
meaning operators will have to shift their resources away from investing in 
necessary new very high capacity networks. 

 

 

The European Commission’s Cybersecurity Act 2 Proposal: An Impact Assessment of Title IV 8 

 



 

 

 
Background 

Proposal for a 
Regulation and 
what it entails 

On 20 January 2026, the EC set out a package of reforms on cybersecurity, 
including its proposal to revise the EU’s Cybersecurity Act (CSA) to increase 
resilience and harmonisation among Member States.1 The proposal would 
essentially shift the recommended but ultimately voluntary measures contained 
within the 5G Security Toolbox2 into mandatory obligations, following the EC’s 
complaints that implementation has been slow and fragmented. Operators 
would be obligated to ‘rip and replace’ network components from high-risk 
vendors (HRVs), likely to include Huawei and ZTE (although they are not named 
explicitly in the proposal, they were specified by the EC in a progress report on 
the Toolbox3), within 36 months of the revised CSA entering into force and the 
publication of the list of HRVs for mobile networks. The EC will also make risk 
assessments for the fixed and satellite sectors, which will determine the 
phase-out period for HRVs in these networks. 

The existing 5G 
Security Toolbox 
and its 
implementation 
status by Member 
States 

According to the EC’s second progress report on implementing the Toolbox in 
2023, only 10 countries had implemented actual restrictions on HRVs.4 Since 
then, according to our Vendor Restrictions benchmark, a total of 18 Member 
States have implemented some form of legislation to empower them to restrict 
high-risk vendors, with 13 requiring operators to either remove HRV equipment 
or blocking them for procuring it. Four more countries have adopted 
non-binding guidelines or declarations advising operators to avoid HRVs – see 
Table 1.5 
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 See Annex for country level detail on HRV restrictions in Europe. 
Implementation of the Toolbox has not been consistent across Member States 
– see Figure 1. While some countries (Sweden, Estonia and Lithuania) have 
now completed a rip-and-replace process, other countries’ measures have 
been less strict, with Ireland and Italy relying on prior authorisation frameworks 
to block future procurement contracts with HRVs rather than requiring 
operators to remove this equipment. In other countries (Bulgaria, Czechia, 
Latvia and Slovenia), these measures have consisted of non-binding 
recommendations or declarations, but have not been meaningfully translated 
into mandatory regulations. 

 
The CSA2 
proposal does not 
account for 
national 
specificities 

Since the Toolbox was launched in 2020, the majority of Member States have 
taken steps to implement it in a framework that aligns with their own national 
priorities and security risks. The EC’s proposal for the CSA2 does not 
recognise the progress that has been made. Instead, the EC moves to the 
most extreme option at its disposal, which would directly apply to all Member 
States uniformly. Further, the proposal significantly expands the scope of 
vendor restrictions beyond mobile networks to fixed and satellite infrastructure, 
despite there being no previous EU legislative basis for such measures and no 
sector-specific impact assessments demonstrating their necessity. 
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Member States have not implemented the Toolbox in lockstep, and while 
countries have varying proportions of HRV equipment left in their networks, 
this is to be expected. The EC’s argument for a stricter, blanket measure is that 
Member States have been too slow to remove HRVs themselves. However, at 
least 11 Member States have started the rip-and-replace process and three of 
these have completed it, making stricter regulation an overstep. 

Ultimately, security is a key priority that Member States are committed to, 
demonstrated by the various measures taken to implement the Toolbox. 
However, this does not mean that all European countries need to conduct 
rip-and-replace schemes for all components of networks indistinctively, and 
the disruptive impacts of such a scheme would be lessened if it did not occur 
simultaneously across the region. Additionally, national security is not within 
the EC’s competences, making this an overreach. 

 

 

 

The European Commission’s Cybersecurity Act 2 Proposal: An Impact Assessment of Title IV 12 

 



 

 

 Impact on Network Operations 

 IMPACT ASSESSMENT 

Limited Material Substantial 

 
A rip-and-replace process would make service disruptions unavoidable, leaving 
end users either disconnected or with degraded services. Labour shortages 
and the complex array of planning permissions, site access permits and vendor 
selection procedures that operators would have to carry out before any 
physical works can start would make the EC’s proposed timeframe for a mobile 
rip and replace hard to meet. 

Labour shortages Equipment replacement would require qualified specialist engineering 
workforces across the EU, but labour shortages in this area present a 
challenge that would likely delay rip-and-replace processes, making the EC’s 
timeframes hard to meet. The European Centre for the Development of 
Vocational Training’s (Cedefop) TalentGap Index shows there is an “intense 
gap” for information and communications technicians and technology 
professionals, as well as science and engineering professionals.6 A mandated 
rip-and-replace process would increase demand for these specialists, which 
could lead to two problems: 

1.​ Subcontractors may raise their prices due to the higher demand for 
their services, adding to the costs of the process for operators. These 
additional costs could limit operator investment into the deployment of 
new networks with the objective of expanding coverage, whether that 
be on the mobile or fixed side, and could result in upwards financial 
pressure on the telecoms sector at a time when it is already facing low 
earnings; and 

2.​ The high demand for a small number of qualified subcontractors could 
intensify the existing labour shortage. 

A further indirect impact is the risk of brain drain, particularly from certain parts 
of Europe. Specialists could be recruited away mid-programme by larger 
operators, potentially disproportionately impacting the speed and cost of 
rip-and-replace processes for smaller operators. 
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Even in the US, where the rip-and-replace process has been publicly funded, 
operators have still been delayed by labour shortages. According to the FCC, 
in the 2025/26 period, approximately 15% of funding recipients reported facing 
challenges with labour shortages, impacting their ability to complete the 
rip-and-replace process in their allotted, one-year timeframe.7 This highlights 
how the lack of qualified and local workforces could delay a similar process in 
the EU. 

Planning 
permission and 
permits to access 
affected sites 

Alongside the limited workforce available to carry out the replacement works, 
operators face delays in acquiring the necessary planning permissions and site 
access permits for these works. We expect that for the most impacted 
operators, the complete rip-and-replace process could take between 7-10 
years and between 3-5 years for less impacted operators. In either situation, 
the EC’s 36-month timeframe for a mobile rip and replace seems unachievable. 

Planning permissions and permit requirements will differ between Member 
States, but are broadly similar across the EU. Site-level, local and landlord 
approvals can take anywhere between 6-12 months per site and potentially up 
to two years for sites in protected or dense urban areas. Antenna certifications 
can similarly take over a year, with some countries requiring in-person visits 
from relevant regulators before certain works can go ahead. In Germany, 
antenna replacements or modifications may require a new or amended site 
certification from the Federal Network Agency (BNetzA), depending on whether 
relevant technical parameters change.8 At its fastest, this process may only 
take three months. However, additional steps, such as physical site reviews, 
multi-user site alignment and regulator processing, can all significantly increase 
the length of the process. All operators, regardless of country, will need to go 
through their own vendor selection processes when deciding what to replace 
HRV equipment with. These processes must precede any replacements and 
our discussions with industry indicate these can take between 1-2 years on 
their own, further adding to delays. 

The US’ rip-and-replace process has seen similar disruption. The FCC has 
reported that approximately 11% of rip-and-replace funding recipients have 
challenges with permitting issues. The FCC’s report details that in June 2026, 
six years on from the US Government’s designations of Huawei and ZTE as 
national security threats, only 53 of the country’s 126 priority rip-and-replace 
projects had been completed. This evidence further highlights that the EC’s 
proposed 36-month timeframe for removing HRV equipment from mobile 
networks is unrealistic. 
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Possible 
disruption to end 
users’ services 
and quality from a 
rip and replace 

End users will be impacted by service disruptions and quality degradation such 
as reduced throughput, higher latency, dropped calls and weaker indoor 
coverage during replacement activities. Ofcom’s Communications Market 
Reports highlights this, showing that customer satisfaction with mobile service 
signal strengths and reception has fallen from 85% in 2020 (when the UK 
Government introduced its HRV ban), to 80% in 2026.9 In the UK, the 
Government recognised that replacements in core and full fibre access 
networks could lead to service outages and disruptions for users.10 Although 
each time a network is replaced, the individual local service disruptions may be 
short, the cumulative impact of repeated interventions across thousands of 
sites over many years represents a material risk to end user experiences, 
especially in critical cases where hospitals or the emergency services’ 
communications may be impacted. 
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 Impact on Legal and Regulatory 
Certainty 

 IMPACT ASSESSMENT 

Limited Material Substantial 

 
While the EC’s proposal for a revision of the CSA was expected, its approach to 
the CSA2 has been anything but conventional. Developed with limited external 
input, the draft’s provisions on supply chain security for telecoms are stricter 
than expected, raising questions over alignment with the principles of 
proportionality, transparency and subsidiarity, as well as with existing EU-level 
policy and competences. The extensive use of secondary legislation makes for 
significant uncertainty, while moving decision making power from Member 
States to the EC. 

Assessment of the 
proposal and the 
shift from the 5G 
Toolbox 

The 5G Toolbox aims to encourage (while accounting for national 
circumstances) a concerted approach from Member States to protecting 
network, economic and societal security through the mitigation of risks and 
avoidance of supply chain dependencies. In line with this objective, operators 
seek to ensure security and resilience through comprehensive technical, 
operational and organisational measures, including the multi-vendor strategies 
recommended by the Toolbox itself. 18 of 27 Member States have now 
implemented some form of legislation to empower them to restrict HRVs, with 
13 requiring operators to either remove HRV equipment or blocking them for 
procuring it, with visible progress made between the EC’s two progress 
reports. It is questionable therefore how the EC has arrived at the vendor 
restrictions proposed within the CSA2, with concerns as to their respect for 
principles of conferral, proportionality and subsidiarity. 
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The principle of conferral is enshrined in Article 5 of the Treaty on the European 
Union (TEU), which allocates powers between national and EU institutions, and 
limits EC competences to those granted to it by Member States under EU 
Treaties. Crucially, this does not include national security, which the TEU 
underlines “remains the sole responsibility of each Member State”. By 
potentially encroaching on an exclusively national competence, the CSA2 is 
positioned on precarious legal foundations, with it challenging to align the 
regulation and the EC’s ability to adopt and enforce it. The EC states that the 
proposed measures within the CSA2 are proportionate as they do not go 
beyond what is necessary to achieve its policy objectives, and that they do not 
impede any further national action on security. It also indicates that they 
comply with the principle of subsidiarity because it was accounted for when 
adopting the CSA, and because national solutions since have not achieved 
“market-wide trust and coordination”. 

In this sense, the requirements to remove HRVs ignore steps already taken by 
governments to secure telecoms supply chains and would only respect the 
competence of Member States for national security matters should they go 
further than the baseline expectations imposed by the EC. While such a 
minimum harmonisation logic may be appropriate in areas of shared 
competence, it may be incompatible in a context where Member States retain 
the sole responsibility for their respective territory. More fundamental still is 
whether the EC can intervene at all. As things stand, the CSA2 would risk the 
EC attempting to go beyond the scope of its competences in order to limit 
Member States’ ability to administer their own national security. 

BEREC’s view on the CSA2 

The Body of European Regulators for Electronic Communications 
(BEREC) has found that the proposal raises concerns regarding 
“business impact and proportionality”.11 For example, forcing the rapid 
replacement of still non-amortised equipment could impose a significant 
financial burden on operators and would not take into account national 
realities, such as the markets with less diversity of suppliers or a strong 
dependence on certain technology. BEREC considered that the CSA2 
should remain “ambitious but achievable”, and would benefit from 
amendments to ensure that it is proportionate, reflects industrial realities 
and preserves resilience. 
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The EC also states that the framework for removing non-trusted suppliers 
foresees gathering evidence of what constitutes key assets and what measures 
would be proportionate and necessary to ensure de-risking of critical supply 
chains. That the proposed obligations for telecoms have not (yet) been 
grounded in sufficiently robust, up to date, evidence-based risk assessments 
(under Article 99) calls into question their validity ahead of those being 
completed. Associated economic impacts assessments (under Article 103) 
should account for the full range of costs of a given intervention, ensuring that 
it is only pursued where absolutely necessary to mitigate the effects of an 
identified security threat. As also highlighted by BEREC, the impacts of 
large-scale vendor replacement obligations remain uncertain and 
underestimating them carries risk, including for competition, investment 
capacity and even delays to achieving the Digital Decade connectivity targets. 

Analysis of key 
Articles 

Title IV, which spans Articles 98-117, of the CSA2, outlines the framework for 
identifying and addressing non-technical risks within “sectors of high criticality 
and other critical sectors”. The EC has been vocal that it may feel compelled to 
introduce regulation if it does not consider that Toolbox recommendations have 
been implemented sufficiently widely or fully. Henna Virkkunen (EVP for 
Technological Sovereignty, Security and Democracy, EC) has admitted to not 
being “satisfied at all” with the amount of network equipment still supplied by 
HRVs.12 However, although the possibility of the EC introducing mandatory 
obligations has been signposted, Title IV is surprising on a number of counts, 
not least for its severity and complexity, the lack of transparency in how it has 
been developed and the degree of centralised power that it would give the EC. 

It appears generally excessive and unusually rigid, and may therefore be out of 
step with the actions required to achieve the intended security objectives of the 
revised regulation. In atypical fashion, the draft text has also been developed 
without the meaningful and valuable collaboration of the stakeholders they 
would primarily affect.13 This approach does not align with the participation 
principle or consultation instrument of the EU’s better regulation guidelines,14 
which would otherwise have helped craft proposals that would support 
security and resilience while being operationally workable and financially 
feasible. If approved as worded, Title IV would risk imposing unprecedented 
burdens on operators, overlooking a more proportionate assessment of risks 
and security as a Member State prerogative.15 
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Article 99 

Under Article 99, the EC or at least three Member States may request that the 
Network and Information Systems (NIS) Cooperation Group – a forum 
established under the NIS Directive – conducts EU-level coordinated security 
assessments of key assets, including the main threat actors, risks and 
vulnerabilities that may affect them, as well as proposes measures (from the 
set described in Article 103) to address any issues identified. Although it is 
positive that EC-led assessments would be completed “taking into account the 
consultation of Member States”, an immediate challenge is that the draft text 
has been published before they have been undertaken. In October 2019, 
Member States completed (supported by the EC) a risk assessment for 5G 
network security, which was subsequently used to underpin the Toolbox. In 
July 2024, Member States then led the development of a risk assessment 
report on cyber resilience in the EU’s telecoms and electricity sectors.16 
However, this report is not particularly comprehensive, failing to highlight the 
main threat actors, risks and vulnerabilities affecting specific assets, nor does it 
confirm or evolve the findings from 2019. The EC’s misordered sequencing 
therefore means that potential mitigation measures are not based on robust 
and up to date security assessments, with the proposal deviating from the 
risk-based approach of the 5G Toolbox. 

Article 100 

Under Article 100 of the CSA2, where – as a result of a risk assessment or 
“other sources” (e.g. such as a public statement made by the EU or a Member 
State) – it appears that a third country poses serious and structural 
non-technical risks to telecoms supply chains, the EC should verify the threat 
posed, taking into account five factors: 

1.​ The existence of legislation requiring reporting on hardware or software 
vulnerabilities; 

2.​ The existence of practices requiring reporting on hardware or software 
vulnerabilities; 

3.​ The absence of effective judicial remedies, and independent and 
democratic control mechanisms; 

4.​ Substantiated information about threat actors carrying out malicious 
cyber activities or campaigns; and 

5.​ Relevant EU, Member State or international information on security 
risks. 
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Where the EC confirms a threat, it can – via implementing acts – prevent 
companies established in that country from supplying key assets for critical 
supply chains within the EU market. Basing the designation mechanism on 
non-technical criteria relating to the third-country governance rather than on 
proven risks or security failures is therefore concerning for both the firms 
affected and for European operators, while raising the possibility of trade policy 
retaliation from the third countries identified. It is essential to ensure that 
measures addressing non-technical issues do not inadvertently weaken 
capacity to invest nor to respond effectively to genuine technical and 
innovative challenges. Further, as implementing acts are binding but 
non-legislative, this determination process is demonstrably opaque, while 
potentially not adequately respecting the principle of subsidiarity by overriding 
Member State frameworks designed to safeguard service continuity and 
support investment within national contexts. 

Article 103 

Within Article 103, the draft provisions state that the EC is empowered to adopt 
implementing acts to prohibit the use of equipment supplied by HRVs. For 
telecoms supply chains specifically, the proposal would therefore represent a 
fundamental departure from the risk-based methodology enshrined in the 
current Toolbox, under which a graduated framework allows Member States to 
apply targeted mitigating measures to identified security issues. Under the 
CSA2, a binary HRV designation decision would automatically trigger a 
market-wide exclusion, with no requirement to demonstrate the harm posed by 
the supplier in question. Full prohibition and phase-out as the sole mitigation 
measure for a broad range (if not the entirety) of components in both mobile 
and fixed networks is clearly disproportionate, with the EC failing to explain 
that less intrusive alternatives, such as multi‑vendor and diversification 
strategies, certification or access control to network operation, were duly 
considered and/or would not be comparably effective. Indeed, the EC makes 
no reference to such interventions within the three supply chain security 
options presented in its impact assessment, while stating that it discounted at 
an early stage widening the proposed rules for telecoms to other sectors as 
this could lead to “disproportionate restrictions with unknown impact”. 
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Article 104 

Article 104 states that the EC should undertake a mapping exercise of 
equipment vendors, in turn establishing lists of high-risk suppliers based on 
the designations made under Article 100. Its initial assessments would again 
not be sufficiently transparent, involving the vendor under review and in some 
cases a “competent authority” – albeit without any guarantee. The EC’s 
preliminary findings on the establishment, control and ownership of the 
relevant supplier would be shared only with the supplier itself, ensuring a lack 
of broader visibility of, or involvement in, the process from affected 
stakeholders. The scope for the EC to regularly update the list of HRVs with a 
view to removing or adding companies makes for a potentially expansive 
intervention, which may be incompatible with the need for regulatory 
predictability and stability in long-term investment planning. In practice, 
operators are being asked to make commitments to vendors whose status 
could change, affecting the assumptions they can confidently rely upon for 
long-term technology roadmaps, supplier strategies and investment cycles. 

Articles 110 and 111 

Chapter II of Title IV, as well as Annex II of the CSA2 set out the scope and 
measures that would apply to telecoms. In effect, this would move the CSA 
from a horizontal framework to sector-specific legislation. The scope of the 
draft text is not appropriately targeted, failing to account for differences in 
threat landscapes or levels of network criticality. Not all types of equipment are 
equally sensitive, making a blanket, one-size-fits-all approach unnecessary and 
disproportionate. In the UK, advice to the Government from the National Cyber 
Security Centre (NCSC) identified the core as carrying the greatest 
cybersecurity risk, recommending that equipment from HRVs be removed from 
it while being limited elsewhere, including in the access network.17 This tiering 
of network elements is reflected in the NIS Cooperation Group’s 5G risk 
assessment from 2019, which only considered core network functions to be 
“critical” in sensitivity, whereas others were deemed “moderate” to “high”. The 
CSA2 proposal, however, groups all components as critical without justification 
as to why some should now move up to the most sensitive level. While this 
should be revisited, it is also vital that mitigating measures are not uniform by 
default but commensurate with the level of risk identified and properly justified. 
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The proposed 36-month phase-out period for HRVs from mobile infrastructure 
may also be a non-starter from a logistical perspective given operational 
realities and product lifecycles – as evidence from the US indicates.18 Further, 
the EC’s suggested use of secondary legislation to determine phase-out 
deadlines for HRV equipment in fixed and satellite networks would limit 
relevant stakeholders from sharing their expertise with policymakers. 
Meanwhile, the future adoption of delegated acts to amend designated 
telecoms assets and timeframes leaves industry in a state of regulatory limbo 
without surety and control over its future operations. 

Overlap and 
alignment 

According to the EC, the CSA2 would deliver a harmonised regime that 
reduces the current fragmentation of approaches to telecoms supply chains 
across Member States, thereby representing a “substantial simplification and 
modernisation” of the EU’s legal framework for cybersecurity. However, it 
appears that the proposal instead increases the already significant costs 
imposed by the bloc’s digital rulebook (principally via numerous implementing 
and delegated acts), while introducing further complexity to it. For example, 
following transposition of the NIS2 Directive, as part of the national 
cybersecurity strategy, Member States are required to adopt policies 
addressing cybersecurity in the supply chain for telecoms products and 
services.19 In addition, the Cyber Resilience Act (CRA20) is already considered 
to offer a useful approach to supply chain security (under Article 57), allowing 
authorities to address non-technical risks to products through targeted and 
proportionate measures made in consultation with Member States and 
“relevant economic operators”, rather than HRV designations.21 The addition of 
the CSA2 would therefore mean the EU would have three separate regulations 
providing for similar means and measures – an outcome that would hardly 
symbolise simplification. 

Further, there is clear misalignment between the draft revisions to the CSA and 
the proposed Digital Networks Act (DNA).22 While seeing the initiatives as 
complementary and mutually reinforcing, the EC offers a limited indication of 
how and/or why this would be the case, other than stating that the trusted 
supply chain framework envisaged by the CSA2 would apply to mobile, fixed 
and satellite networks in line with the focus of the draft DNA. More worryingly, 
the DNA would tie its general authorisation regime (under Article 9) to 
compliance with cybersecurity rules contained within the CSA2. As the 
legislative processes for the two proposals are ongoing, it would be unwise to 
link them so explicitly given that they may both be subject to change. Even 
when finalised, the cross-reference only adds an unnecessary layer of 
regulation that serves no purpose. 
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The DNA also stresses the importance of a “modern and simplified legal 
framework” that incentivises the transition from legacy networks to fibre, 5G 
and 6G, and to cloud-based infrastructures. To help meet EU policy objectives, 
such as industrial competitiveness, security and resilience, the DNA therefore 
aims to encourage all market players to innovate and invest in advanced 
connectivity. On more than one occasion, Virkkunen has spoken publicly of the 
need for regulatory reform to stimulate investment, considering that introducing 
more rules would not necessarily be the right course of action.23 The additional 
obligations and material costs that a mandated rip and replace of HRVs would 
cause once again underline the degree of misalignment between the two sets 
of proposals, which were launched just a day apart. 

Risks for longer 
term uncertainty 
and decision 
making this 
precedent would 
set 

Operators face structural legal uncertainty due to the approach taken by the 
EC, with questions arising as to whether its proposals are sound, or may be 
considered ultra vires – i.e. they go beyond the powers afforded to the EC 
under the Treaty on the Functioning of the European Union (TFEU). While the 
EC considers Article 114 TFEU (which provides for internal market 
harmonisation) the correct legal basis for the CSA2, the judgements and 
restrictions it would introduce effectively mirror sanctions, which are typically 
adopted under the Common Foreign and Security Policy (CFSP) approach 
through Title V of the TEU. The legal basis matters because Title V TEU gives 
Members State a veto power over EC-led determinations, whereas Article 114 
TFEU would not.24 The CSA2 may therefore be vulnerable from a legal 
perspective, affecting operators’ clarity as to how the file will progress and the 
suppliers they can use, while generating broader uncertainty on whether the 
EC is acting in a constitutional manner. 

Secondly, industry faces considerable operational and financial uncertainty as 
a result of the CSA2. Although the text remains a draft, its drastic proposals 
(devised without adequate industry consultation) may have already affected 
business planning, prompting operators to reevaluate long-term investment 
decisions and adopt a wait-and-see approach to procurement until the final 
regulation is approved. Come that time, uncertainty would not diminish given 
the precedent the CSA2 would set. For a capital-intensive sector such as 
telecoms, with long investment cycles and payback periods, the 
implementation of a framework perceived as open-ended or subject to further 
expansion – for example, as a result of periodic reviews of HRV lists or key 
assets, or applications for exemptions from designations (under Article 105) – 
could increase cautiousness in the procurement of equipment, reduce investor 
confidence and complicate network transformation. 
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Thirdly, should the proposals become adopted in their current form, operators 
would be at risk of ongoing technological uncertainty. For instance, there are 
concerns that the wording of Article 98 of the CSA2 leaves the door open to 
future, incremental restrictions on equipment within the telecoms or adjacent, 
critical supply chains, as described in NIS2 annexes. This is notwithstanding 
the fact that while mobile network security has been debated and reflected in 
the adoption of the 5G Toolbox, the inclusion of fixed and satellite networks in 
the CSA2 is not based on any holistic prior risk or impact assessment. The 
scope of the proposals is already far-reaching; however, once a centralised 
framework is established, the criteria for extending restrictions (via 
implementing or delegated acts) to additional technologies, including cloud 
computing, data centres or customer premises equipment (CPE – as 
implemented in the US25), becomes more unpredictable. Such additional 
rip-and-replace exercises would come with an entirely different set of 
challenges – as well as costs. 

While the CSA2 conveys upon the EC extensive powers and opportunities to 
alter the rules of the game at its discretion (e.g. through unilateral risk 
assessments), it bestows on operators a permanent source of political and 
regulatory risk that is at odds with multi-year investment cycles and asset 
management timelines. Should the proposed designation mechanism be 
approved as worded, it would eliminate barriers in principle to extending 
restrictions to other vendors, including those currently considered trusted or 
safe. Such an extension would be effectively facilitated by the requirement 
under Article 103 for HRV determinations to be reviewed at least every 36 
months, with Article 99 also enabling the EC or three or more Member States 
to initiate a coordinated security risk assessment at any given time. 

There is a legitimate concern too regarding the impact that changes in the 
geopolitical context and/or future amendments to the suite of HRVs could have 
on perceptions of the predictability of Europe’s regulatory landscape and on 
the rationality and attractiveness of its business environment. A range of 
foreign operators, private equity firms and sovereign wealth funds currently 
hold stakes in EU-based operators.26 However, even if not the intention, the 
precedent set by the CSA2 could have a destabilising effect on these 
relationships and on the flow of capital into European telecoms infrastructure. 
This may affect confidence in the market’s openness to investment, hampering 
the long-term benefits for connectivity, resilience and innovation it enables. 
Further, the nature of the proposed regulation runs the risk of retaliatory 
measures from countries restricted from the EU market, which, if effected, 
would affect the bloc’s trade policy, economy and competitiveness on the 
global stage. 
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 Impact on Competition 

 IMPACT ASSESSMENT 

Limited Material Substantial 

 
The CSA2 would have an obvious effect on competition in the supply chain by 
reducing the set of vendors able to access the EU market. While the largest 
remaining suppliers would be European in origin, structural change could 
impact security, innovation and equipment pricing – with an increase in the 
latter disproportionately felt by those operators unable to shoulder burden or 
currently using a high proportion of HRVs. 

Impact on 
competition in the 
network 
equipment supply 
chain 

While Europe is home to a diverse telecoms sector, with 44 mobile operators 
and 28 fixed operators having 500,000 subscribers or more,27 the upstream 
network equipment market has long-been dominated by just a handful of 
vendors, i.e. Ericsson, Huawei, Nokia and ZTE. According to the EC’s impact 
assessment that accompanied its CSA2 proposal, Huawei and ZTE together 
account for 32% of the region’s telecoms equipment market (declining from 
around 40% a decade ago), with other, trusted suppliers (predominantly 
EU-based Ericsson and Nokia) accounting for the majority – see Figure 2.28 
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 These four vendors are integrated companies that supply a range of 

equipment, specialising in the RAN – e.g. antennas, base stations – and the 
core network markets. They account for the vast majority of the technology 
supplied to both markets, although other firms have a relatively small presence, 
including Samsung in the RAN market and Cisco in the core network market. 
The increasing cloudification and softwarisation of networks has supported 
(since the late 2010s) the emergence of the Open RAN movement, presenting 
opportunities for new entrants, including Altiostar, Fujitsu, Mavenir and NEC – 
as well as for established suppliers. However, while the NIS Cooperation Group 
has stated that Open RAN could help mitigate risks in the 5G supply chain by 
allowing operators to reduce the potential for dependency on any single 
company,29 the model will require more time and investment to gain further 
traction in Europe. In certain instances, operators have also opted to rescope 
their planned Open RAN deployments to consolidate existing vendor 
relationships.30 
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Similarly, it appears that the EC is now seeking to readjust its position in 
respect of diversity of supply within the telecoms value chain, and in turn its 
approach towards ensuring network security and resilience by limiting 
operators’ choice of vendors. Within the eight strategic measures contained 
within the Toolbox, the EC recommends that each operator has an appropriate 
multi-vendor strategy in place to avoid or limit any major dependency on a 
single supplier (or suppliers with a similar risk profile), and to avoid dependency 
on suppliers considered to be high risk.31 It further recommends that relevant 
authorities and industry collaborate to strengthen resilience at the national 
level, ensuring that there is an “adequate balance” of vendors in case of an 
incident. In contrast, the CSA2 would discount less intrusive options, such as 
multi-vendor strategies, taking the most extreme action with an all-out ban on 
HRVs. 

Result of reliance 
on a reduced 
number of 
vendors, including 
on price, supply 
and resilience 

The direct impact of the CSA2 proposal (if adopted in its current form) would 
be to reduce choice in the upstream infrastructure market, requiring industry to 
rely on a smaller pool of established suppliers – particularly for RAN, core and 
transport components. This would intensify an already highly concentrated 
oligopoly situation, if not create a de facto duopoly, with tangible security 
implications. As outlined by the UK’s Telecoms Supply Chain Diversification 
Council, the connectivity delivered by telecoms networks underpins nearly all 
aspects of the economy; however, a reliance on a small number of equipment 
vendors makes the country’s networks more vulnerable to supply chain 
disruption and cyberattacks, and increases the impact should they occur.32 

The EC identified 5G networks as “the future backbone of [Europe’s] 
increasingly digitalised economies and societies”.33 In October 2019, the 
Member State-led risk assessment for 5G network security (which was 
supported by the EC) stated that a major dependency on a single supplier 
increases the exposure to a potential supply interruption, resulting for instance 
from trade sanctions or commercial failure, and its consequences. It also 
aggravates the potential impact of weaknesses or vulnerabilities, and of their 
possible exploitation by threat actors, in particular where the dependency 
concerns a supplier presenting a high degree of risk.34 Under the EU’s 
regulatory framework for telecoms, operators are required to take appropriate 
resilience and security measures to mitigate disruptions of their networks 
and/or services. However, by potentially narrowing the size of the accessible 
vendor ecosystem, the CSA2 could hinder their ability to deliver against their 
obligations easily and effectively, prolonging or exacerbating systemic risks 
associated with over-reliance – especially in the event of network-wide failure – 
that could lead to customer harm while hampering diversification efforts. 
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The draft revisions to the CSA could also have significant commercial 
implications for European operators, coming at a time when both their top and 
bottom lines are under pressure. By imposing constraints on industry’s scope 
to source necessary network elements, the EC’s proposal would place them in 
a worsened negotiating position with respect to those remaining suppliers. 
Reduced competition upstream could lead to weakened bargaining power 
downstream, likely feeding through to higher equipment prices and operator 
costs over time, as well as less advantageous delivery terms and R&D 
commitments. Limiting optionality in the procurement process, particularly with 
a forced, simultaneous replacement at the EU level, could cause demand for 
approved equipment to surge, potentially compounding the cost of removing 
certain technology and creating bottlenecks if remaining vendors are unable to 
supply a sufficient volume of substitute components. Though the EC’s impact 
assessment includes a one-off replacement cost for mobile infrastructure of 
between €3.4-4.3bn over the suggested 36-month timeline, this estimate does 
not account for the long-term market effects described, includes proxies due 
to unavailable data, equates prices across trusted suppliers and HRVs, and 
makes a general assumption that costs imposed on operators would be 
“alleviated by new revenues created for trusted suppliers and more trustworthy 
offerings for citizens”. 

Ultimately, the economic reality of the EC’s proposals is that replacement costs 
would need to be absorbed either by operators, consumers or reduced 
investment capacity. In some instances, the upstream impact may be passed 
on to consumers and businesses via increased retail prices, adding to the 
effects on reduced service quality during the migration phase. The EC 
envisages that a full transference of the CSA2’s cost impact could amount to 
between €6.50-8.30 per mobile subscriber over three years. However, the 
competitive nature of telecoms markets in Europe and the different inputs 
relied upon by operators ensure that this outcome would not be universal. A 
sole operator using HRVs in a given Member State may be unlikely to be able 
to pass through increased equipment prices to end users when its competitors 
were not without risking a spike in churn rates. Naturally, any upstream price 
rises would be most keenly felt by those operators with a higher exposure to 
HRVs, who would have chosen a specific mix of suppliers based on the 
prevailing regulatory environment, potentially skewing the market by putting 
them at a disadvantage relative to their peers. As they would be forced to 
weather a materially larger share of the CSA2’s overall cost impact, their 
competitors would be better placed to maintain focus on investment in network 
and service innovation. 
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The effects may also be exceptionally acute for smaller operators that may only 
operate in one or two Member States, or in smaller population or lower margin 
markets, that would therefore not benefit from the bargaining power or volume 
orders to negotiate more cost-effective deals that span the supply of 
infrastructure to multiple national businesses, or have the financial muscle to 
shoulder the simultaneous burdens of rip-and-replace programmes alongside 
higher infrastructure prices. That lack of scale could lead to them experiencing 
disproportionate harm, affecting the competitive constraint they impose on 
larger rivals. 

A loss of 
innovation and 
features specific 
to Member States 

Aside from increased economic dependencies, the EC’s proposed CSA 
revisions could result in a heightened degree of reliance in terms of technology 
and innovation, disrupting the functioning of the market as it exists today. In 
the short term, a mandated rip and replace could prevent operators leveraging 
the capabilities of newly built 5G and fibre networks to develop and 
commercialise innovative services that create utility for end users. Meanwhile, 
operators would have a lower choice of vendors, with those that remain 
potentially not able to instantly replicate the network design for some Member 
States’ planned deployments, leading to an effective stall on 5GSA rollouts 
while alternatives are developed and launched. In turn, weakened supplier 
competition could cause a slowdown in the pace and intensity of R&D, feature 
innovation and standards development that have contributed to global 
improvements in network quality over recent years, exposing and widening 
gaps between trusted firms and HRVs. Advanced RAN features such as 
beamforming, Massive MIMO and energy efficiency algorithms represent 
examples of the kind of solutions that may be at risk if operators are required to 
forego certain vendors. 

Beyond the immediate impact of a reduction in available suppliers, there are 
questions about the prospect of alternatives stepping in to fill the void created 
and to restore competition in the vendor market. In the EU, the Open RAN 
market remains at a nascent stage, with most operators relying primarily on an 
end-to-end solution from a single vendor. In April 2021, in the UK, the 
independent Telecoms Diversification Taskforce recommended that the 
Government work toward a significant portion of equipment within mobile 
operators’ networks being provided by new suppliers and/or through open 
architectures.35 The Taskforce considered that 25% by the mid-2020s should 
be the initial aspiration for operators. While no mandate was handed down to 
industry, in December 2021, the Government and operators announced a joint 
ambition for 35% of the UK’s mobile network traffic to be carried over Open 
RAN architectures by 203036 – a goal later restated within an MoU.37 
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The delay to the diversification timeline in the UK speaks to the challenge in 
suitably replacing the presence of established vendors in the supply chain, not 
least through a technology ecosystem that has yet to fully enter the 
mainstream. Should the CSA2 leave the door open for restrictions to evolve or 
expand as/if geopolitical winds change, this could result in additional players 
from third countries being excluded, shrinking the supplier pool further. The 
knock-on effects for innovation in European networks could be profound in 
areas that have no EU-only equivalent at the required scale and maturity, while 
impacting broader AI and industrial digitisation agendas. It could also 
discourage operators from committing to the adoption of Open RAN solutions 
and/or hold back new operators entering the market on the basis of emerging 
network architectures in the future, preventing the realisation of the benefits 
that stem from market competition and a diverse vendor landscape. 
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 Impact on Investment 

 IMPACT ASSESSMENT 

Limited Material Substantial 

 
Despite strong progress over recent years, operators will still need to make a 
significant capex commitment to deliver EU-wide coverage of 5GSA and fibre 
networks. The CSA2 would hamstring industry’s ability to reach that goal, 
particularly if equipment prices rise, with rural areas likely to be among the most 
affected. What is clear is that the EC’s proposal would not provide a boost to 
infrastructure investment. 

Mapping planned 
and future 
investments in 
5GSA and fibre 

Telecoms operators in Europe have continued to spend heavily in terms of fibre 
and 5G network capex despite facing a tightly regulated, fragmented and 
flat-to-low revenue growth market environment. Total investment reached close 
to €65bn in 2024, a slight decrease on the previous year as many operators 
approach or move beyond the peak fibre capex cycle – see Figure 3. Overall 
investment per capita in the region also remains below global peers, at €118 
per person in Europe, compared to €217 in the US, €173 in Japan and €151 in 
South Korea.38 
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 In mobile specifically, operators have invested €141bn in capex since 2021, 

much of which has been directed to 5G networks. While the region has likely 
moved beyond the peak of the 5G investment phase, total capex out to 2030 is 
still projected to reach €106bn.39 Further, operators are forecast to invest 
around €270bn to maintain the business-as-usual technology upgrade and 
replacement cycle in Europe over the 2026-2036 period, delivering network 
modernisation, as well as densification to improve quality, coverage and 
performance. That said, an incremental €200bn+ is expected to be required to 
(re)position the region as a “global mobile connectivity leader” – see Figure 4.40 
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 Estimates of such an “investment gap” build on the EC’s own research into the 

likely cost of achieving the Digital Decade targets, which aim to ensure that by 
2030, all European households have access to gigabit-capable broadband, 
with all populated areas covered by a 5G network.41 In 2023, the EC stated that 
around €148bn of investment was needed to meet this ambition, with an 
additional €26-€79bn required to provide high-quality connectivity along the 
region’s main transport paths.42 However, while the EC has argued that full 
implementation of the Toolbox and the promotion of 5GSA networks are 
essential for mitigating security risks associated with mobile connectivity,43 it 
has pointed to the “structural and policy hurdles” hampering Europe’s 
technological progression.44 
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In its current wording, the CSA2 would therefore represent another regulatory 
hurdle for industry to tackle, coming at a time when the region is struggling to 
remain competitive with global superpowers, while running counter to public 
policy priorities to promote EU investment and growth. As Europe’s 
dependence on connectivity continues to deepen and the risk landscape 
evolves, the security and resilience of telecoms networks is paramount. The 
proposals put forward by the EC could weaken the very sector they aim to 
safeguard, imposing regulatory costs that could materially and adversely 
impact network deployment, operational continuity and investment planning.45 
The substantial capex needed to deploy fibre and upgrade sites to 5GSA, and 
consequently reach more of the population, could suffer, risking Member 
States slipping down international rankings of network quality. In the UK, in 
2020, the Government estimated that the removal of HRV technology would 
result in an annual net cost to business (predominantly operators) over the 
2020-2027 period of £182.3m (€211.6m, in 2019 prices),46 while BT47 reportedly 
will have spent £500m (€579m) removing Huawei equipment from its network.48 
The UK Government has recognised the burden imposed on operators by the 
Telecommunications (Security) Act 2021,49 with the country currently ranking 
just 57th in the world for mobile network performance and 42nd in terms of 
fixed.50 

Impact on rural 
and remote 
coverage 

A reduction of upstream competition and the resultant unavailability of certain 
network equipment could be particularly impactful for how operators approach 
infrastructure rollouts in more rural and hard-to-reach (HTR) areas. Such 
locations are typically relatively expensive to connect and carry the prospect of 
inferior returns due to their lower population densities – and as such, often do 
not reflect the most attractive or pressing regions for deployment. While 
household coverage of 5G at the EU level stands at 97%, access drops to 
89% for households in rural areas.51 Despite the assignment of 
coverage-oriented 700MHz spectrum across the vast majority of Member 
States, operators have nevertheless looked to leverage public funding (e.g. in 
Spain52) or participate in network sharing agreements (e.g. in Denmark, Finland, 
Sweden53) as cost-effective ways of expanding availability in remote or 
underserved regions. 
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The framework envisaged by the CSA2 could therefore disproportionately 
affect operators’ incentives and capacity to invest in 5G in rural and HTR areas, 
eroding the viability of rolling out marginal sites in locations where the 
economics are already poor by comparison. Under a mandated removal of 
equipment, many resources would be focused on replacement activities and 
deadlines rather than further network expansion, especially where payback 
periods are long and the commercial opportunities are less significant or 
clearcut. The same concerns apply to fixed networks, where investment 
earmarked for FTTH expansion and transport network upgrades would instead 
be redirected towards compliance and equipment replacement, delaying 
connectivity improvements in rural and underserved areas. The business case 
in such locations could be reduced again by the costs operators would have to 
bear in effecting their obligations and by any price increases implemented as a 
result of changed market dynamics. Both would constrain the ability of 
operators, within the next three and a half years, to reach the >11%54 of 
households that do not have access to 5G services, potentially shifting the 
burden on to national governments to plug holes in underfunded investment 
programmes. Alternatively, in light of spectrum licence or other regulatory 
obligations that require the fulfilment of minimum coverage targets in remote 
areas, operators could be forced to maintain investment programmes, 
potentially leaving certain urban and suburban locations behind. 

Investment in a 
less competitive 
market where 
equipment is more 
expensive 

All other things being equal, the revised Cybersecurity Act would place 
disproportionate demands on operators, creating significant financial (and 
operational) headwinds at a time when they should be provided the appropriate 
regulatory support to deliver the network investment needed to meet 
fast-approaching Digital Decade targets as well as underpin the bloc’s broader 
technological and policy ambitions. For example, we anticipate that there could 
be a sizeable cost increase to operators in the event that prices for like-for-like 
configurations from trusted suppliers may, in certain tenders, already be higher 
than those offered by vendors likely to be designated as high-risk. Taken 
together with the prospect that equipment prices rise within a less competitive 
market, the economic impact on the telecoms sector could be even more 
damaging. 

While operators share the EC’s desire to mitigate network security risks and 
minimise supply chain dependencies, the draft CSA2 could therefore 
exacerbate existing challenges faced by industry, layering new regulatory 
burdens on top of replacement costs and potential price rises, with which 
bounded resources would struggle to cope without consequence or 
compromise. In the immediate term, debate over the revisions also creates a 
hold-up problem, with operators reluctant to advance procurement processes 
or sign contracts until the final text is agreed, causing uncertainty around future 
budgets and delaying investment well ahead of a potential contraction in 
operator capex should the EC’s proposals become adopted as they are today. 
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 Impact on Consumers (End Users) 

 IMPACT ASSESSMENT 

Limited Material Substantial 

 
Evidence from the UK shows that the rip-and-replace process can be most 
damaging to consumers through the poor quality of 5G services and lost 
productivity benefits. However, the EU’s competitive markets reduce the 
likelihood of any meaningful impact on consumer pricing. 

Pricing and 
consumer bills 

The impact of HRV restrictions on consumer pricing would be low due to the 
highly competitive nature of much of Europe’s telecoms markets, which has 
tended to result in notable reductions in pricing long-term, as highlighted by 
CPI statistics from Eurostat for the prices of mobile services over the past 10 
years (see Figure 5). 
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 As Figure 5 shows, since the publication of the 5G Security Toolbox, prices 

have fallen in the studied countries with more advanced rip-and-replace 
processes. With more notable price falls happening after the implementation of 
each country’s HRV ban, it seems unlikely that the rip-and-replace process 
would significantly impact consumer pricing. 

In the UK, where a ban on Huawei and ZTE equipment was adopted in July 
2020, pricing has been similarly unimpacted. According to Ofcom, the average 
prices of mobile services have been unaffected by the rip and replace. Before 
the ban, between 2015 and 2020, prices fell by around 22%, while between 
2020 and 2025, the decrease was approximately 20%.55 As each country 
example shows, the EU and UK’s highly competitive markets have continued 
to reduce prices for consumers over the years and have remained relatively 
unaffected by the various vendor restrictions that have been imposed. 

Impact on 
coverage and 
quality of 
experience 

The impact of the CSA2’s proposed rip-and-replace process on mobile 
network coverage and consumers’ quality of experience would be notable. 
Rip-and-replace processes tend to have a negative impact on mobile network 
quality as operators are forced to reallocate their resources from network 
deployment, delaying the rollout of new technologies, most notably 5G. The 
UK is a prime example of this – it ranks last when compared with all 27 EU 
Member States for mobile network quality (see Figure 6). Although a number of 
these Member States have adopted their own HRV restrictions, few are 
comparable with the UK’s. 
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 In the UK, mobile coverage has suffered too. 5G geographic coverage only 

reached 65% of the country in 2024, compared to an EU average of 85.7% 
(see Figure 7).56 
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 These figures show the disruptive impacts of mandated rip-and-replace 
processes on mobile network quality and 5G coverage. While this impact is 
clear, the UK is the only country that provides for a strong example. The UK 
was not as advanced in its 5G rollout when the Government’s vendor 
restrictions were introduced in 2020, worsening the impact by slowing 5G 
network deployment before it had made any significant progress.57  

It would be unfair to say there would be a definite, high impact on consumers 
in every Member State. Rip-and-replace processes may have different impacts 
in other Member States depending on the characteristics of their mobile 
networks such as whether they already have wide-reaching 5G coverage and 
high network quality, or whether or not their networks, particularly in mobile 
RAN, rely heavily on HRV equipment. In Member States where operators do 
rely on a lot of this equipment, have lower- to mid-level network quality scores, 
or less 5G coverage, consumers are more likely to be impacted by a 
rip-and-replace process through degraded mobile services. 

Delayed 
application and 
service availability 

The potential for newer technologies, most notably 5GSA, to increase capacity 
means that a delay in its widespread availability is likely to harm EU 
consumers’ and businesses’ mobile service quality of experience. Consumers 
would miss out on the benefits that come from the ability to use extra capacity, 
especially in highly congested areas, such as stadiums or train stations. 

This could significantly impact rural areas too, considering the potential of 5G 
FWA in providing gigabit-capable connectivity where fibre is not viable. 
Delaying the rollout of 5G by requiring operators to use their resources on 
replacing existing equipment rather than deploying new networks therefore 
risks leaving rural areas behind, potentially worsening the digital divide and 
hampering digital inclusion efforts. 

The 5G rollout would likely be further delayed by the aforementioned labour 
shortages for qualified telecoms engineers capable of carrying out the rip and 
replace. Given the assumed impact this shortage will have on the replacement 
process itself, the impact on the deployment of new networks would likely be 
even worse. If the relevant engineering workforce is preoccupied with the rip 
and replace, work on new deployments may suffer. This would further delay 
the 5G rollout and could have a knock-on effect on the deployment of 6G 
networks in the future, limiting mobile coverage and network quality for 
consumers in the long-term. 
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While the precise timeframe for 5GSA’s unique use cases becoming 
mainstream remains uncertain, a delay to its widespread availability would 
inevitably affect when consumers will be able to take advantage of the 
possibilities it brings about. In particular, high-quality remote learning and 
remote healthcare can be considered ‘social equalisers’ as they help address 
shortages of teachers and doctors in underserved areas. The increasing 
importance placed on remote working and learning further highlights the need 
for a fast 5GSA rollout. On the entertainment front, consumers would miss out 
on the newest experiences and ways to enjoy live shows and content, and on 
the new services on which these industries will focus their future investments. 
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 Impact on Sustainability 

 IMPACT ASSESSMENT 

Limited Material Substantial 

 
HRV equipment will not necessarily be replaced with more energy efficient 
technology, meaning replacements may not be as sustainable. Additionally, 
while some of the replacement equipment will consume less energy in the long 
term, the short-term environmental impacts of wasting functional equipment 
and the high consumption of raw materials needed to replace it will likely 
counteract these benefits. Nevertheless, losses in energy efficiency will likely be 
limited as European vendors have recently been making progress in that 
regard. 

Direct 
environmental 
impact of visiting 
affected sites 

In-person visits would be required at potentially hundreds of thousands of sites 
across Europe, which would have a significant environmental impact. Further, 
sites would require multiple visits (e.g. surveys before work can begin, 
equipment delivery, removal and replacement of equipment and subsequent 
maintenance visits), with the environmental and monetary costs increasing with 
each visit. With operators conducting this process during the same period of 
time, there would likely be a spike in carbon emissions across Europe’s 
telecoms sector as a whole. 

The main environmental impacts of site visits would be through transportation 
and power consumption. A high number of vans and trucks would be required 
to transport personnel and equipment, as well as heavy vehicles needed for 
large radio or antenna replacements. This impact would likely be greater in 
remote areas, with engineers and equipment having to travel further, or even 
having to use carbon-intensive air travel. Additionally, in rural areas, repeated 
visits can damage the soil and natural surroundings. Site visits are also energy 
intensive, with battery-powered tools and portable generators consuming 
significant amounts of energy. Overall, for a bloc-wide replacement, the 
cumulative fuel and energy consumption would be significant. 
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The cost of 
processing and 
recycling network 
equipment 

Forcing all European operators to rip and replace perfectly functional 
equipment from their networks would generate substantial amounts of e-waste. 
It is also unlikely that there would be a second-hand market for this equipment, 
meaning a high proportion of hardware would have to be discarded or recycled 
before its natural end of life. The carbon embodied during the manufacturing, 
transportation and installation of the equipment would therefore be wasted. 
Specialised recycling teams would also be needed to process telecoms 
equipment as it contains hazardous materials; however, it is unlikely that there 
would be enough specialised teams to carry out this process across Europe 
within the proposed 36-month period. 

Installing new equipment from other vendors would require additional energy 
and raw materials, which are scarce and finite. An EU-wide rip-and-replace 
scheme would therefore have a dual environmental impact – wasting these 
resources during the removal process while simultaneously creating a further 
surge in demand when equipment is replaced. 

Equipment from some of the vendors that would be excluded is also 
well-known for being highly energy efficient, especially in comparison to 
equipment from other European vendors, although improvements have been 
made on this front over the past few years. Replacing equipment with less 
energy-efficient alternatives would increase the overall carbon footprint of 
operations in the long term. Equipment from some HRVs also tends to be 
smaller and lighter than other providers, meaning the entire infrastructure of a 
site would need changing to account for heavier equipment. This would be an 
additionally energy-intensive and costly procedure on top of the rip and replace 
of equipment. 

A distraction from 
other sustainability 
initiatives 

Operators’ sustainability efforts may be derailed by a rip-and-replace process. 
Instead of investing in making networks more sustainable, capital would be 
diverted towards removing functional equipment still within its useful life. A 
number of European operators have pledged sustainability targets aiming to 
cut Scope 1, 2 and 3 emissions by 2030.  

However, these targets may be heavily impacted by rip-and-replace measures. 
First of all, implementing the measures themselves would increase operators’ 
carbon footprints. Secondly, the capital required to carry out this process 
would direct resources away from sustainability measures. There could also be 
knock-on effects, such as operators’ reduced expenditure on innovation. This 
could result in a delay in the deployment of fibre networks, which are more 
sustainable and energy-efficient than copper. Therefore, the CSA2 does not 
align with European sustainability targets. 
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 Compensation Mechanisms 

Experience from 
countries where 
rip and replace 
has been 
implemented 

The proposal as it stands does not mention any form of funding, compensation 
or redress to be offered to operators having to undergo a rip and replace. 
Operators will therefore face a significant financial burden, which will reduce 
the amount they can invest in expanding or improving their services.In addition, 
where foreseen, any compensation mechanism should be designed in a 
technologically and competitively neutral manner, and should not create undue 
advantages for operators that maintained HRV equipment for longer periods 
compared to operators that had already undertaken mitigation or replacement 
measures at their own expense. 

The US remains the only country to provide compensation for rip-and-replace 
mandates. Following the FCC’s 2020 designation of Huawei and ZTE as 
national security threats, it launched a $1.9bn (€1.6bn) reimbursement 
programme in 2021 for operators with less than 10m customers. However, this 
was not enough, and the 2024 National Defense Authorization Act (NDAA) 
added $3.1bn (€2.7bn) to support the removal of at least 24,000 pieces of 
Huawei and ZTE equipment, bringing total public funding to nearly $5bn 
(€4.3bn).58 Most recently, in June 2026, the FCC said that the funds raised from 
a spectrum auction will be mainly used to fund rip-and-replace processes.59 
The auction raised more than $3.5bn (€3.1bn), with the FCC noting that up to 
$3.3bn of this will be used to cover funds borrowed to support the programme. 

Funding challenges have led to severe delays. By May 2025, only 34 of 126 
recipients had completed the process, despite a deadline extension to May 
2026.60 The FCC’s June 2026 progress report showed only 42% completion.61 
With less than half of recipients managing to complete this process five years 
after funding was initially granted, the EC’s proposed three-year timeline for 
European operators – who lack similar funding – seems highly unrealistic. 

Other countries that have mandated rip-and-replace schemes without offering 
funding include the UK, Canada and Japan. Aside from the US, there is not a 
precedent to compensate operators for rip-and-replace mandates. In the EU, 
the EC left the question of compensation unanswered, leaving legislators and 
Member States to address the issue. 
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Ongoing legal 
cases 

In various countries there are ongoing legal challenges to rip-and-replace 
measures. Only three lawsuits have been resolved thus far, with only one in 
which the court recognised the right to compensation in Denmark. 

Denmark 

In Denmark, TDC NET has been the only company ordered to remove 
Huawei equipment from its central transport network by the Centre for 
Cyber Security (CFCS) under the Telecommunications Security Act. In 
2023, TDC NET stated that it would comply with the CFCS’s decision but 
wanted a court to clarify whether it is entitled to compensation, 
requesting DKK195m (€26m). On 24 June 2026, the Eastern High Court 
recognised that while the CFCS’s ban was not unlawful, it constituted 
expropriation, as TDC NET had been using Huawei equipment in good 
faith since 2011.62 Expropriation compensation was set at DKK80m 
(€10.1m). The High Court acknowledged that part of the reason that it 
granted expropriation compensation was because restrictions only 
targeted TDC NET. This case could be brought to the Supreme Court in 
Denmark, meaning that the High Court’s decision may not be final, 
however it does recognise that operators should not bear the full cost of 
policy-driven equipment replacement measures. 

 

Estonia 

In Estonia, Elisa asked the CJEU in May 2024 to provide a ruling on a 
number of questions, including whether the country’s Electronic 
Communications Act – and whether the vendor restrictions it introduces – 
is aligned with the EECC and other EU law. Elisa also argued that it 
should receive compensation for having to undertake a rip-and-replace 
process. The case is still pending, but in March 2026, Advocate General 
Tamara Cápeta published an opinion, stating that Member States may, 
on principle, exclude telecoms equipment on the basis of national 
security risk.63 However, the AG also highlights that this decision must 
involve a specific risk assessment of the use of the intended equipment. 
The opinion also states that operators will not generally be entitled to 
compensation unless the national court finds that it entails a 
disproportionate burden. This is not binding, but the CJEU does often 
follow the opinions of AGs in its rulings. 
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France 

In 2023, Bouygues Telecom and SFR launched legal action against the 
French Government over costs incurred in the removal of Huawei 
equipment from their networks. Huawei’s radio equipment was not 
compatible with that of other vendors such as Ericsson and Nokia 
making replacements more costly and disruptive. The operators are more 
reliant on the vendor than competitors Free Mobile and Orange, and 
Bouygues Telecom claimed it would expect a cost burden of €82m with 
3,000 antennas needing replacement.64 In August 2023, the operators 
dropped their suit in exchange for the Government pushing back the 
deadline for removal in ‘less sensitive’ areas to 2032.65  

 

Netherlands 

In 2023, Odido legally challenged the removal order and the 
Government’s decision not to compensate operators. This was rejected 
by the Rotterdam District Court in October 2023. Odido then lodged an 
appeal before the Trade and Industry Appeals Tribunal (CBb), which 
confirmed the ruling in March 2026, also determining that Odido would 
not be eligible for compensation for damages because the extent of the 
damage falls below the applicable threshold.66 

 

Portugal 

In April 2026, Portuguese operator MEO launched legal action against the 
Government’s decision to effectively ban Chinese equipment from 5G 
networks. It is seeking €82m in damages, arguing that the restrictions 
required it to make substantial changes to its 5G network infrastructure, 
which led to significant unexpected costs and operational issues.67 
Huawei is also legally challenging the ban through the Lisbon 
Administrative Court.68 There has been no outcome to either of these 
challenges. 
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Romania 

Huawei legally contested the Government’s decision to ban them from 
5G networks in April 2024, stating that an objective assessment had not 
been carried out. In April 2026, Huawei obtained the referral of the 
Constitutional Court (CCR) regarding the possibility of the 
unconstitutionality of Law 163/2021. 

 

What alternative 
support could look 
like 

Apart from the US, governments have so far been reluctant to offer direct 
compensation or funding for operators undergoing rip and replace. However, 
there are other ways that support could be offered. To mitigate the impact on 
consumers and reduce business disruption, national governments could 
provide funding to go towards innovation rather than direct compensation 
rip-and-replace programmes.  

In the UK, the Government invested £250m (€289m) in its Open Network R&D 
Fund, which aimed to accelerate the development of open interface 
architectures such as Open RAN.69 The programme ran until March 2026, and 
was intended to support 5G network supply chain diversity after Huawei was 
banned from the networks. Member States could offer similar funding to 
promote the development of 5G networks without directly funding 
rip-and-replace schemes. This would also provide an opportunity to encourage 
vendor diversification, which the EC notes in its proposal as one way to reduce 
risk. However, multi-vendor approaches do not always reduce prices and 
improve efficiency, and it is often more cost effective for one vendor to supply 
equipment that matches an operator’s specific requirements rather than using 
multiple vendors. Additionally, the diversity of European telecoms markets 
means that a multi-vendor approach will be more suitable in some regions than 
others. Therefore, this approach should be assessed on a case-by-case basis 
to avoid adverse effects.  

Governments could also offer various financial incentives instead of direct 
funding. One such measure could include accelerated depreciation, which 
allows companies to write off the value of decommissioned equipment more 
quickly, thereby securing tax benefits and improving short-term cash flow. 
Another option would be to reduce spectrum fees, which would increase 
available capital for operators without requiring direct state compensation. This 
could be a workable solution as it would allow capital reallocation without the 
use of public funds. Although no country implementing these mandates has yet 
adopted such financial incentives, they represent potential strategies for the EC 
and Member States to explore. 
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 Assessment and Conclusions 

Impact 
assessment 

European operators have publicly expressed support for the EC’s pursuit of 
security as the end goal of the CSA2.70 However, there is considerable concern 
that the maximalist approach of the proposal on the table is not suitable to 
reach this goal. Our impact assessment shows that the telecoms industry 
would face several significant, horizontal impacts under the current CSA2 
proposal. For each impact, we have assigned either a limited, material or 
substantial status, with most falling into the substantial category – see Table 2. 
As things stand, the EC’s proposals are therefore problematic for a number of 
reasons. 

 

 

The European Commission’s Cybersecurity Act 2 Proposal: An Impact Assessment of Title IV 47 

 



 

 The most extreme measure being applied uniformly across Member States 
leaves little room for national approaches to flex to their individual situations 
and should only be considered as a last resort. Countries with more HRV 
equipment are likely to require more time for replacement. The EC’s proposed 
timelines ignore reality, especially for mobile networks. In some Member 
States, such as Germany, acquiring the necessary planning permissions and 
site certifications can take up to two years alone, which would significantly 
delay any rip-and-replace process. These problems are only exacerbated by 
the bloc’s labour shortage of qualified telecoms engineers, the demand for 
whom would limit the speed at which operators can replace network 
equipment. These extended rip-and-replace processes would impact 
consumers too, leaving them with degraded and disrupted services. The UK’s 
rip-and-replace process has shown the impact of this degradation, with its 
network coverage and quality scores consistently falling below most, if not all, 
of its European peers. 

The proposal contradicts its own stated goal of a diverse supply chain. By 
requiring operators to remove all HRV equipment, they will be left with little 
choice for their equipment suppliers. This would limit supply chain diversity in 
existing networks that are being replaced and in new deployments. The 
remaining options also may not be as sustainable, with the equipment that it 
would replace often particularly energy efficient. An EU-wide rip-and-replace 
scheme would likely have wider environmental impacts too. Site visits require 
transportation and energy, which are already carbon intensive, and with 
multiple visits needed, processes' carbon footprints will quickly accumulate. 

The cost to operators would undoubtedly be one of the most significant 
impacts of the proposal, with future network investment likely to suffer as a 
result. Without that network investment, the wider economy would suffer too. 
European businesses are set to benefit from the adoption of a variety of 
innovative services and tools that can only be made possible by the 
high-speed connectivity that new network deployments can provide. Delaying 
these deployments would come at a significant productivity cost as businesses 
miss out on the opportunities that would be made available to them with better 
connectivity. Despite these problems, compensation from the EC is unlikely, 
meaning operators will have to shift their resources away from investing in 
necessary new very high capacity networks. 
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 Annex: Country-level detail on 
vendor restrictions in Europe 

  

Austria 

Under Article 45 of the Telecommunications Act 2021,71 the Federal 
Minister can formally designate a manufacturer as a “high-risk supplier” 
on the grounds of national security and exclude that vendor from 
supplying security-relevant components for networks. As of yet, no 
formal designation has been issued. 

 

Belgium 

Belgium has implemented the Toolbox through the law of 17 February 
202272 and the Royal Decree of 16 April 2023.73 The 2022 law amended 
the Electronic Communications Act to establish a security framework 
under which operators must obtain prior authorisation before using 5G 
network equipment. The 16 April 2023 Royal Decree sets deadlines for 
when operators would have to remove equipment from HRVs from their 
networks and not procure such equipment in future. The criteria for a 
supplier to be considered high risk seem to target Chinese vendors such 
as Huawei and ZTE in particular. By 1 January 2028, operators must 
cease using and remove high-risk equipment from the 5G core and RAN 
networks, and from the transport network by 1 January 2031. 

 

The European Commission’s Cybersecurity Act 2 Proposal: An Impact Assessment of Title IV 49 

 



 

 

Cyprus 

Under the Security of Networks and Information Systems Law of 2020 
(P.I. 408/2020),74 Cyprus’ Digital Security Authority can identify high-risk 
vendors and impose restrictions or exclusions concerning their 
participation in 5G networks. The Digital Security Authority has not yet 
designated any vendors as high risk. 

 
 

Denmark 

In April 2023, Denmark’s Centre for Cyber Security (CFCS) ordered TDC 
NET to phase out Huawei equipment from its central transport network 
by 1 January 2027.75 The CFCS has not demanded that any other 
operator should remove equipment from HRVs, primarily because they 
are not as reliant on Huawei equipment as TDC NET was. TDC NET is 
complying with the regulator’s decision, although it has stated that CFCS 
has not pointed to any concrete threat or given any example of where the 
operator’s security has been compromised. On 24 June 2026, the 
Eastern High Court recognised that although the CFCS’s decision was 
not unlawful, it did constitute expropriation, and set expropriation 
compensation at DKK80m (€10.1m).76  

 

Estonia 

On 24 November 2021, Estonia’s Parliament approved a bill to transpose 
the European Electronic Communications Code (EECC), which aims to 
ensure the security of 5G networks.77 On 1 February 2022, the act came 
into force, and requires high-risk technology to be removed from 5G 
networks by 2025 and from 4G networks by 2029. The regulation also 
uses a pre-authorisation system, meaning operators must submit 
requests before they deploy equipment. As a result of these restrictions, 
Elisa filed a lawsuit arguing that it should receive compensation for 
rip-and-replace processes. In March 2026, an AG published an opinion 
stating that while Member States may exclude telecoms equipment due 
to national security risks, operators may be entitled to compensation if 
they face disproportionate burdens.78 This opinion is not binding, but the 
CJEU does often follow opinions issued by AGs in its rulings. 
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Finland 

The Finnish Parliament has implemented measures of the Toolbox, 
including provisions that empower the national authority Traficom to 
require a removal of network equipment in critical parts of 
communications networks when it has “serious grounds” for suspecting 
that it endangers national security.79 These restrictions initially covered 
the core network, but in January 2025, Traficom launched a project to 
update the technical specification of the critical parts of telecoms 
networks, which will enter into force on 19 December 2026. This new 
specification also applies to 5G base stations, which are considered a 
critical part of the network when they implement functionalities that 
essentially control or direct access to the network and traffic in the 
network. The regulation itself does not require removal of equipment or 
prohibit the use of any particular equipment manufacturer, but it specifies 
which parts of the network may be subject to the removal order referred 
to in the Act on Electronic Communications Services.80 This does not 
entail a mandatory rip-and-replace scheme; instead, Traficom will make 
decisions on a case-by-case basis. The Act also provides a 
compensation mechanism in the case that operators are forced to 
remove network equipment.81 Additionally, on 18 June 2026, the 
Constitutional Committee of the Finnish Parliament published an opinion 
stating that it does not believe Finland should accept the CSA2 proposal 
in its current format.82 This is due to concerns over the protection of 
private property and strict rip-and-replace mandates potentially violating 
these rights. It also suggests that the proposal should include 
appropriate compensation provisions for expropriation. This is not a 
legally binding opinion but the Finnish Government will need to take it 
into account when reviewing its position on the proposal. 
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France 

France adopted the ‘5G Law’ in August 2019 (before the EC’s Toolbox 
was announced), mandating operators to seek government approval for 
the hardware and software used in their networks “except fourth 
generation networks and previous generations”.83 Authorisations are 
granted for a maximum of eight years and can be renewed. While the 
French Government stated there was no intention to exclude any 
particular vendors from the market, operators were reportedly told that 
they could not renew licences for Huawei 5G equipment once they 
expire, effectively phasing the vendor out of the country’s mobile 
networks by 2028. The Government chose to focus on removing Huawei 
equipment in strategically located areas, which included densely 
populated areas where Huawei equipment was prominent. In 2020, 
Bouygues Telecom stated that it would have to remove 3,000 
Huawei-made mobile antennas as a result.84 Subsequently, in 2023, 
Bouygues Telecom and SFR took legal action to receive compensation 
for having to remove Huawei equipment from their networks, as Huawei’s 
radio equipment was not compatible with that of other vendors such as 
Ericsson and Nokia meaning replacements would be more costly. In 
exchange for the operators dropping their lawsuit in August 2023, the 
French Government decided to push back the deadline for removal in 
less sensitive areas to 2032.85 

 

Germany 

The Federal Ministry of the Interior and Community (BMI) concluded 
individual legal contracts with Deutsche Telekom, Vodafone and 
Telefónica on the further use of critical components in 5G networks.86 The 
contracts oblige the three operators to stop using all critical components 
made by Huawei and ZTE in their 5G core networks by the end of 2026. 
They must also replace the critical functions of Huawei and ZTE’s 5G 
network management systems in the access and transport networks of 
their 5G networks by the end of 2029.  
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Ireland 

In November 2021, the Irish Government agreed to a number of 
measures to enhance the security of telecoms networks, endorsing the 
Toolbox as the framework that would guide their implementation.87 Under 
the Communications Regulation and Digital Hub Development Agency 
(Amendment) Act 2023, the Minister of the Environment, Climate and 
Communications is able to assess the risk that vendors may be “subject 
to interference by a third country” and require that such suppliers are not 
used in or removed from telecoms networks in Ireland. No decision has 
been taken designating individual vendors as high-risk, meaning that 
operators have not yet had to undertake a rip-and-replace scheme. 

 

Italy 

Italy does not have a blanket ban on specific equipment vendors, but 
considers the issue on a case-by-case basis. Its implementation of the 
Toolbox has been largely based on its “Golden Power” decree, which 
allows it to veto contracts involving foreign investments that it deems 
threatening to national security. For example, in October 2020, the 
Government vetoed a 5G equipment deal between Fastweb and Huawei 
in the core network.88 By using this regulatory framework, the 
Government has succeeded in removing equipment from HRVs from core 
mobile networks. With regards to the RAN, it has implemented a 
comprehensive risk mitigation strategy based on supplier diversification – 
limiting the presence of HRVs to below a defined threshold – 
complemented by risk mitigation measures such as annual VAPT 
assessments, 2FA and a robust policy for reviewing access privileges to 
equipment. 

 

Lithuania 

In May 2021, the Lithuanian Parliament voted to bar “unreliable” 
manufacturers and suppliers from the country’s telecoms networks, 
passing amendments to sectoral and national security legislation.89 This 
is a comprehensive measure that applies across the whole network.90 
Operators using equipment and infrastructure that do not align with the 
amended laws had until the end of 2025 to replace it, otherwise they 
would not be eligible to apply for 5G spectrum licences. 
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Netherlands 

In December 2019, the Dutch Government published the 
Telecommunications Security and Integrity Decree (Bvit).91 The Bvit 
amended the country’s Telecommunications Act to create a legal basis 
for excluding suppliers. This was followed by the Telecommunications 
Security and Integrity Regulation (Rvit) in 2021, which contains five 
categories of security, 19 control measures and 60 implementation 
requirements for critical systems for all Dutch telecoms operators.92 The 
Dutch Authority for Digital Infrastructure (RDI) monitors the compliance of 
these laws and regulations. In 2021, the three major Dutch operators 
(KPN, Odido and Vodafone) were ordered to stop using Huawei 
equipment in the core of their 5G networks, although the exact terms of 
this agreement have not been disclosed. Odido legally challenged the 
removal order, with the District Court of Rotterdam dismissing the case in 
October 2023. After an appeal, the Dutch Trade and Appeals Tribunal 
(CBb) issued a final, unappealable judgement in March 2026, upholding 
the removal orders and denying the operator’s requests for financial 
compensation.93 

 

Poland 

Poland’s adoption of the Toolbox has gone through various stages. The 
National Cybersecurity System Act was initially proposed in September 
2020, and set out four risk categories for equipment vendors, with 
different restrictions for each one. The bill went through various debates 
and amendments, finally being passed in January 2026, and entering into 
force on 3 April 2026.94 It provides for an individual administrative 
procedure for the designation of a high-risk supplier, and once a supplier 
has been designated as high risk, operators may no longer deploy their 
equipment and must phase out existing products. Operators will have up 
to four years to remove equipment used in critical functions and up to 
seven years for other equipment. At the time of publication, no such 
proceedings had been initiated, and no supplier had been designated. 
Earlier measures included partial implementation of the 5G Toolbox 
through telecommunications rules, multi-vendor requirements and 5G 
spectrum-reservation decisions.  
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Portugal 

In 2023, Portugal’s CSSC cybersecurity board banned equipment from 
vendors deemed “high risk”, which would be those from countries that 
are not members of the EU, NATO or the OECD.95 This effectively bans 
Chinese equipment from both 4G and 5G networks. In September 2024, 
Infrastructure Minister Miguel Pinto Luz confirmed the continuation of the 
restrictions imposed by the previous Government. In April 2026, 
Portuguese operator MEO launched legal action against the Government 
over this decision, seeking €82m in damages.96 

 

Romania 

The Romanian Government has adopted a law to establish a mechanism 
for prior authorisation of equipment manufacturers, with particular regard 
to 5G.97 The law does not target particular vendors; however, it restricts 
companies controlled by a foreign government, that do not have a 
transparent ownership structure, or are not subjected to an independent 
justice system in their home country. Once a supplier is designated as 
high-risk, operators would have five years to remove non-approved 
equipment from the core network and seven years to remove it from all 
5G networks. Huawei applied for a licence to supply 5G equipment which 
was rejected in February 2024.98 As a result, the deadline for removal of 
Huawei equipment in the core network is February 2029, and February 
2031 for removal across the whole network. Huawei has since filed a 
legal challenge requesting the annulment of the government act issued in 
2024. 
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Slovakia* 

On 30 January 2018, Slovakia adopted Act No. 69/2018 Coll. on 
Cybersecurity,99 which empowers the National Security Authority (NBU) 
to prohibit or restrict the use of a specific process, service or third party 
for the provision of an essential service where its use could jeopardise 
cybersecurity. This must be based on a risk assessment, and operators 
must be given a “reasonable time limit” to remove the vendor, which 
would be between two and five years. The act was amended by Act No. 
366/2024 Coll.100 to transpose the NIS2 Directive. However, as of yet, the 
NBU has not ordered any operators to remove high-risk vendors from 
their networks. The NBU’s Cybersecurity Risk Analysis Methodology 
(2025)101 also provides a sector-neutral framework for operators of 
essential services, including telecoms operators, to assess cybersecurity 
risks, and treats key suppliers as assets subject to risk assessment. 

*An earlier version of the report only referenced Slovakia's 2020 non-binding agreement 
with the US. We've since clarified that the 2018 Act No.69/2018 Coll. on Cybersecurity 
gives Slovakia the ability to designate vendors as high risk. 

 

Spain 

The Spanish Government has adopted Royal Decree-Law 7/2022 on the 
security of 5G networks and services, which states that the risk profile of 
the most important suppliers of 5G networks and service operators in 
Spain will be examined.102 As a result, suppliers designated as high risk 
may have to be removed from the network. However, to date, the 
Government has not designated any vendors as being high risk. 
Nevertheless, it did cancel a fibre service contract with Telefónica over 
the use of equipment made by Huawei. 
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Sweden 

Sweden has perhaps taken the firmest stance. On 1 March 2020, the 
PTS introduced new rules for network security, which include stronger 
risk assessment requirements and the need to document operators’ 
interaction with vendors and contractors for at least five years. On 20 
October 2020, the agency went even further, ruling that operators would 
not be able to use Huawei or ZTE equipment to deploy 5G networks 
following the upcoming 2.3GHz and 3.5GHz spectrum auction (which 
took place in November of that year). By January 2025, operators had to 
have completely phased out Huawei and ZTE equipment from their 
networks. 

 

Bulgaria, Latvia and Slovenia 

Bulgaria,103 Latvia,104 and Slovenia105 have each signed a “Joint 
Declaration on 5G Security” with the US that effectively aligns their 
development of 5G networks to that of the US, including avoiding the use 
of Chinese equipment vendors. The statements emphasise the 
importance of encouraging the participation of reliable and trustworthy 
network hardware and software suppliers in 5G markets, taking into 
account risk profile assessments, and promoting frameworks that 
effectively protect 5G networks from unauthorised access and 
interference. However, these declarations do not enforce bans on HRVs 
or require operators to complete a rip-and-replace process. 

 

Czechia 

The National Cyber and Information Security Agency (NÚKIB) made a 
non-binding recommendation for assessing the trustworthiness of 
technology suppliers of 5G networks in Czechia.106 Operators are 
recommended to select vendors from EU or NATO countries for their 5G 
networks. This is not a mandatory requirement and operators are not 
forced to rip and replace HRVs from their networks. The recommendation 
is therefore likely to have a limited impact. 
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UK 

While no longer an EU Member State, the UK’s measures with regards to 
HRVs show that the EU’s timeframe is largely unworkable, with UK 
operators having an additional two years to completely remove Huawei 
from their networks. On 14 July 2020, the UK Government announced 
that Huawei would be removed entirely from UK 5G networks by the end 
of 2027, with a ban on procuring new Huawei 5G equipment after 31 
December 2020. This followed the May 2020 US amended 
Foreign-Produced Direct Product Rule, which expanded US controls to 
prohibit foreign companies from supplying Huawei with products that 
were produced or developed using US software, technology or 
manufacturing equipment. The UK Government’s cut-off date of 31 
December 2020 for procuring new equipment was in part to ensure that 
no Huawei equipment manufactured in line with the US sanctions could 
be used in UK 5G networks. In October 2022, following a consultation 
with affected operators, legal notices were sent to 35 UK operators, 
setting out legally binding requirements and deadlines and putting the 
Government’s policy position on a legal footing – see Table 3.107 
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The list of 35 operators includes fixed and mobile operators serving both 
consumer and business markets. Some of the providers contacted did 
not use Huawei at the time, but were considered large enough that they 
could present a threat to national security should they begin using 
Huawei goods and services. Some smaller providers were not issued 
with a legal notice, but the Government advised all providers to consider 
these restrictions when making decisions related to security. The 
operators affected by HRV restrictions under the CSA2 would be broadly 
similar, impacting fixed and mobile operators, however the EC goes 
further by also applying them to satellite providers.  

The original deadline to remove Huawei equipment from the 5G core 
network was January 2023; however, this was extended to December 
2023 following pushback from operators, who warned that the supply 
chain delays caused by the COVID-19 pandemic would make it difficult 
for them to replace equipment in time. In access networks, operators 
were obligated to have a share of Huawei equipment no higher than 35% 
after July 2023. Unlike the EU’s CSA2 proposal, the UK Government’s 
approach was done collaboratively with industry. Even though operators 
did not necessarily agree with a ban, the Government consulted with 
them and extended certain deadlines as a result. Additionally, the UK’s 
restrictions are set within a longer timeline, with operators having just 
over five years to fully remove Huawei equipment in their 5G networks, 
with restrictions on procuring new equipment being effective for an 
additional year and a half. This starkly contrasts the EU’s proposed 
three-year timeline for a complete rip and removal of HRV equipment 
across the region, and suggests that the EC should reconsider this 
timeline. 
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Norway 

While not an EU Member State, the Norwegian Government’s measures 
with regards to HRVs present a useful comparison. The Government 
allows operators to choose their equipment suppliers themselves, albeit 
within the framework of the country’s Security Act.108 Authorities do not 
exclude any suppliers from the market, but have required operators to 
choose more than one supplier if they choose 5G suppliers from 
countries with whom Norway does not have a security agreement (i.e. 
China). At least 50% of the base stations must be from suppliers from 
countries (e.g. EU Member States) with whom Norway does have a 
security agreement. 
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